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l. PURPOSE

To establish guidelines for informing consumers/individuals served in the
CMHPSM region of the circumstances under which Protected Health Information
will be used and disclosed, and their rights regarding their protected health

information.

I. REVISION HISTORY

DATE MODIFICATION

1/12/2015 Revised to reflect the new regional entity effective January 1, 2014.

5/17/2018 Revised to reflect updates to the Mental Health Code (330.1748)

6/09/2021 Revised to reflect EQR requirements, regulations, and updates to
notification requirements.

08/25/2023 Revised to reflect EQR requirements, regulations, and updates to
notification requirements.

Il APPLICATION

X] CMHPSM PIHP Staff, Board Members, Interns & Volunteers

X Regional Partner CMHSP Staff, Board Members, Interns & Volunteers

Service Providers of the CMHPSM and/or Regional CMHSP Partners:

<] Mental Health / Intellectual or Developmental Disability Service Providers

X] SUD Treatment Providers [X] SUD Prevention Providers

[ ] Other as listed:
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VI.

POLICY

All consumers/individuals served receiving CMHPSM services have the right to notice
of the uses and disclosures of protected health information that may be made in the
course of providing services to consumer/individual served. Furthermore, a
consumer/individual served has the right to know the CMHPSM and service providers
legal duties with respect to the use and disclosure of confidential information.

’

DEFINITIONS

Community Mental Health Partnership of Southeast Michigan (CMHPSM): The
Regional Entity that serves and is comprised of the four-county affiliation of
Lenawee, Livingston, Monroe and Washtenaw for mental health,
intellectual/developmental disabilities, and substance use services.

Community Mental Health Services Program (CMHSP): A program operated
under chapter 2 of the Mental Health Code as a county community mental health
agency, a community mental health authority, or a community mental health
organization.

Complaint: Any written documentation received that expresses concern that a
consumer’s/individual’s right to confidentiality and security of protected
information has been violated.

Complainant: A consumer/individual served or anyone acting on behalf of a
consumer/individual served who files a complaint that the consumer’s/individual’s
right to confidentiality and security of protected information has been violated.

Protected Health Information (PHI): Medical, mental health, and substance abuse
information that is individually identifiable and that is transmitted in any form or
medium.

Regional Entity: The entity established under section 204b of the Michigan
Mental Health Code to provide specialty services and supports for people with
mental health, intellectual/developmental disabilities, and substance use disorder
needs.

STANDARDS

A. All CMHPSM Board members, employees, students and volunteers shall be
apprised of its policies and procedures protecting the confidentiality and
integrity of consumer’s/individual’s protected health information of
consumers/individuals served and be required to sign a Confidentiality
Statement.

B. Each CMHSP will designate a Privacy Officer to receive complaints
concerning the CMHSP’s compliance with policies and procedures related to
protecting the confidentiality and security of protected health information.
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C. Inthe CMHSPs, the Rights Office appoints a local Privacy Officer for each
county. The Rights Office Contact will ensure that the Privacy Officer is
informed and begins necessary follow-up and/or actions as needed.

D. The CMHPSM will designate a Privacy Officer at the regional entity level to
receive complaints concerning substance use service providers’ compliance
with policies and procedures related to protecting the confidentiality and
security of protected health information.

E. The Notice of Privacy Practices and policy shall be reviewed annually at a
minimum or otherwise updated as needed.

F. The CMHPSM Compliance Officer shall oversee any regulatory changes with
notice of privacy practices, and ensure the regional notice is revised and
redistributed to the local CMHSPs.

NOTICE OF PRIVACY

G. All Notice of Privacy Practices shall comply with sections 164.520 and
164.508 of the Health Insurance Portability and Accountability Act of 1996,
the Michigan Mental Health Code, 42 C.F.R. (Code of Federal Regulations)
Part 2, Confidentiality of Alcohol and Drug Abuse Patient Records Final Rule,
and any other applicable laws, explaining the allowable uses of protected
health information.

H. A Notice of Privacy Practices (Exhibit A) shall be posted at all CMHPSM
service delivery sites, and the service delivery sites of all contractual
providers. Notice must be posted in a clear and prominent location where it
is reasonable to expect consumers/individuals served and those seeking
services from the CMHPSM to be able to read it.

. CMHPSM and the CMHSPs shall ensure the Norice of Privacy Practices is
prominently posted on entity websites.

J. Copies of the Notice of Privacy Practices shall be available at each service
delivery location to be given to consumers/individuals served or others upon
their request.

K. A Notice of Privacy Practices shall be given to each new consumer/individual
served, guardian, or parent of a minor during their initial visit along with a
brief explanation of the Notice and an opportunity to have questions
answered.

L. If services are provided in an emergency situation, a good faith effort must be
made to provide the consumer/individual served with a copy of the Notice
Privacy Practices. Such efforts must also be documented in the
consumer’sf/individual’s record. A copy of the Notice of Privacy Practices
shall be given to the consumer/individual served and documented as soon as
reasonably practical after treatment of the emergency situation.

Notice of Privacy Practices and Consumer Complaints
for Protected Health Information Page 3 of 17



M. Each consumer/individual served who receives a Notice of Privacy Practices
shall be asked to sign an Acknowledgement of Receipt (Exhibit B), which will
be included in the consumer’s/individual’s record. If the t consumer/individual
served cannot or will not sign the Acknowledgment of Receipt, a good faith
effort to obtain such signature must be documented in the t
consumer/individual served record, as well as the reason why the
acknowledgement was not obtained.

N. Whenever the Notice of Privacy Practices is revised, the revised Notice of
Privacy Practices must be promptly posted at all CMHSP and CMHPSM
service delivery sites and made available upon request on or after the
effective date of the revision.

O. For entities that post Notice of Privacy Practices on its website, the revised
Notice of Privacy Practices must be prominently posted on its website by the
effective date of the material change to the notice, AND provide the revised
notice, or information about the material change and how to obtain the
revised notice, in its next annual mailing to members then covered by the
plan.

P. If the CMHSP/CMHPSM does not post its notice on a website, it must provide
the revised notice, or information about the material change and how to
obtain the revised notice, to consumers/individuals served within 60 days of
the material revision to the notice.

CONSUMER/INDIVIDUAL SERVED COMPLAINTS

Q. A consumer/individual served who feels that their confidentiality has been
violated, or their protected health information has been improperly used, has
the right to a thorough and confidential investigation.

R. A consumer/individual served, or anyone acting on behalf of a
consumer/individual served, who feels that any Board member, employee,
student, volunteer or those of organizations under contract with the
CMHPSM, has violated the confidentiality and security of their protected
health information should contact the Privacy Officer to file a complaint.

S. There shall not be any retaliation or reprisals against any consumer/individual
served, or any person acting on behalf of a consumer/individual served, who
reports a suspected violation of its policies protecting the confidentiality and
integrity of protected health information. Nor will the CMH require
consumers/individuals served to waive their right to a complaint to the
Secretary of Health and Human Services as a condition of receiving
treatment.

T. The Privacy Officer/designee will conduct a thorough and confidential
investigation of the allegation in a timely manner and will recommend
corrective action to the CMHSP Executive Director. Investigations will be
conducted in a manner that will not violate employee rights, e.g., the Bullard-
Plawecki Employee Right to Know Act.
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u.

The Privacy Officer will inform their CMHSP Risk Manager and/or
Compliance Officer at the time a complaint is received and notify the Risk
Manager and/or Compliance Officer of the results of the investigation and any
corrective action taken.

The Privacy Officer/designee will inform the complainant in writing of the
results of the investigation and any corrective action taken and will ensure the
complainant understands that he/she also has the option of contacting the
Office of Civil Rights to file a complaint against the CMH.

The Privacy Officer/designee will maintain a system for logging all complaints
received and for the secure storage of all investigative documents and
evidence.

The Privacy Officer will provide a quarterly aggregate report of complaints
and investigations to the Regional Compliance Committee for the purpose of
trend analysis.

The Privacy Officer will maintain documentation related to an investigation,
and any corrective action taken, for a minimum of six years from the date of
its creation or the date it was last in effect, whichever is later.

The CMHSP Compliance Liaison will ensure compliance with all notification
requirements made to consumers/individuals served and collaborate with the
CMHPSM Compliance Officer to ensure all notification requirements are
provided to the media, HHS, and legal entities where applicable.

VII. EXHIBITS

oo

Notice of Privacy Practices

Acknowledgement of Receipt of Notice of Privacy Practices
Documentation of Good Faith Efforts

Security And Confidentiality Agreement

VIIl.  REFERENCES

Reference: Check Standard Numbers:

if applies:

42 CFR Parts 400 et al. X

45 CFR §164.520(c)(1)(v),

45 CFR Parts 160 & 164 (HIPPA)

42 CFR Part 2 (Substance Abuse)

Michigan Mental Health Code Act 258 of

1974

X |IX |X |X
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CMHPSM Confidentiality and Access to X
Records Policy

CMHPSM Sanctions for Breaches of X
Security or Confidentiality Policy

CMHPSM Ethics and Conduct Policy X
CMHPSM Corporate Compliance Policy X
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Exhibit A

HEALTH INFORMATION PORTABILITY AND ACCOUNTABILITY ACT (HIPAA)
NOTICE OF PRIVACY PRACTICES
(Insert Name of Organization)

THIS NOTICE DESCRIBES HOW HEALTH INFORMATION ABOUT YOU MAY BE USED
AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.

PLEASE REVIEW IT CAREFULLY.
Effective Date: January 2023

The Community Mental Health Partnership of Southeast Michigan (CMHPSM) is part of a region
that includes the following organizations:

Lenawee County Community Mental Health Authority

Livingston County Mental Health Authority

Monroe Community Mental Health Authority

Washtenaw County Community Mental Health

This notice describes how medical information about you may be used and disclosed and how
you can get access to this information. Please review it carefully.

The privacy practices in this notice apply to all staff, students and volunteers and to all contract
providers in our region. CMHPSM and its providers are required under the Federal Health
Insurance Portability and Accountability Act (HIPAA) of 1996, to protect your privacy, follow the
privacy practices described in this Notice, and give you a copy of this Notice.

OUR PLEDGE REGARDING PROTECTED HEALTH INFORMATION

We understand that health information about you is personal. We are committed to protecting it.
When you contact or receive services from an agency within our provider network, a record is
typically created. We create this record to provide you with quality care and to comply with
certain legal and payment requirements. This record contains “demographic information” such
as; name, telephone number, social security number, birth date, and health insurance
information. This record also contains other information related to your services such as; any
health problems you may have, your plan of care, and information about your treatment,
including diagnosis, goals for treatment, progress, etc. We refer to this information as “Protected
Health Information” or “PHI.”, and it is used for many purposes.

This notice will tell you about the ways in which physical and behavioral health information
about you may be used and disclosed. It tells you what our responsibilities are and what your
rights are regarding the use and disclosure of your health information.

We are required by law to:
¢ make sure that PHI that identifies you is kept private,

¢ notify you if there is a breach of your PHI,
e give you this notice or our legal duties and privacy policies concerning your PHI and
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o follow the terms of the notice that are currently in effect.

General Information About Privacy

Community Mental Health Partnership of Southeast Michigan and its providers, who are a part
of our region, are able to share health information about you for the purpose of healthcare
coordination without a release. Under the rules of HIPAA and the Michigan Mental Health Code,
CMHPSM can also use and disclose protected health information, with certain limits and
protections, for treatment, payment and health care operations without a release. If you give us
permission to disclose your medical record, or parts of it, you may change your mind about this
at any time and cancel (revoke) your permission, but you must let us know this in writing, either
by signing a revocation form or giving us a signed written statement that cancels your
permission. If you revoke your authorization, this will only apply to future disclosures and not
ones that have already been disclosed.

CMHPSM and its providers do not release any information regarding substance use disorder
treatment records or HIV/AIDS status without your signed permission, unless required to do so
by law. Disclosures regarding these areas are subject to additional federal and state laws.
Substance use treatment records are specifically protected under Federal Law 42 CFR Part 2.

There are additional laws that may further protect your private information such as the Michigan
Mental Health Code.

In the event that a breach of your PHI is discovered, you will be notified as required by law. A
breach occurs when your PHI has been used or disclosed in ways not permitted by law.

HOW WE MAY USE AND DISCLOSE MEDICAL INFORMATION ABOUT YOU
WITHOUT YOUR AUTHORIZATION:
The following categories describe different ways that we may use and disclose
mental health and/or medical information.

For Treatment. We may use and disclose information about you to coordinate,
provide and manage your health care and any other related services. This may
include coordination of management with another person, like a doctor or therapist.
Information about you may be shared with staff, students or volunteers, and with
contract providers or regional staff who may be involved in your or your family’s
treatment. For example, a staff person may need to review your record in order to
respond to your emergency. We may also use your health information to remind you
about an appointment or to provide information about treatment options or other
health-related benefits and services that may be of interest to you.

For Payment. We may use and disclose information about you so that the
treatment and services you receive may be billed to and payment may be collected
from you, an insurance company or a third party. For example, we may need to give
your health plan information about the treatment you receive so that your health
plan will pay us or reimburse you for treatment. We may also tell your health plan
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about a treatment you are going to receive to obtain prior approval or to determine
whether your plan will cover the treatment.

For Health Care Operations. We may use and disclose information about you in
order to maintain or improve services. These uses and disclosures are necessary to
make sure that all our consumers receive quality care. For example, we may use
information to review our treatment and services and to evaluate the performance of
our staff. We may also combine information about many consumers to decide what
additional services should be offered, what services are not needed and whether
certain new treatments are effective. We may also disclose information to clinicians,
doctors, nurses, students and other personnel who work for the agency for review
and learning purposes.

Business Associates. There are some services provided in our organization
through contracts with business associates. For example, the nurse may have to
send your blood to a laboratory for testing prior to giving you a medication. The lab
is not a part of the agency, but we will have a business relationship with the lab.
When any services are contracted, we may disclose your health information so they
may perform the job we’ve asked them to do and bill you or your health plan. To
protect your health information, however, we require the business associate to
appropriately safeguard your information.

Coordination of Care. Your health information may be used and disclosed, as
needed, to coordinate and manage your mental health and related services by one
or more providers involved in your treatment. For example, a staff of community
mental health may provide information about you when submitting referrals to
providers related to your services.

Research. Under certain circumstances, CMHPSM may disclose your health
information to researchers in ways usually related to public health and research only
if their research proposal includes protocols to hide your identify and to ensure the
privacy of your health information. The research project and its procedures must be
approved by a CMHPSM review board where we must meet many more conditions
under the law before we can use your information for those purposes. For more
information on this, go to the following website:
http://www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/index.htmil.

CMHPSM has a research policy that can be accessed at the following location:

Food and Drug Administration (FDA). We may disclose to the FDA health
information relative to adverse events with respect to food, supplements, product
and product defects, or post marketing surveillance information to enable product
recalls, repairs, or replacement.
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As Required by Law: We are sometimes required to disclose some of your

information without your signed authorization if state or federal laws say we must do
s0. Such disclosures are usually related to one of the following:

Medical Emergency. In the event of a medical emergency, we may not be able to give
you a copy of this Privacy Notice until after you receive care.

Public Health Activities. To a public health authority that is required by law to receive
the information in order to prevent, control or report disease, injury, disability, or death.
Medical Examiner. To help identify a deceased person or to determine the cause of
death.

Abuse or Neglect. To alert state or local authorities if we believe you or another person
are a victim of child or adult abuse, neglect, or domestic violence

Serious Threat to Health or Safety. To give information about you to alert authorities
or medical personnel to prevent a serious threat to your health and safety or that of
another person or of the public.

Health Oversight. To comply with health oversight agencies for things like audits, civil
or administrative reviews, proceedings, inspections, investigations, licensing activities or
to prove we are complying with federal privacy laws or other healthcare oversight
activity.

Judicial or Administrative Proceedings. To respond to a court or administrative
order, or a subpoena or for risk management purposes.

Law Enforcement. To disclose your health information in connection with a criminal
investigation by a federal, state or local law enforcement agency or disclose it to
authorized federal officials who provide protective services for the President or other
persons or report crime on agency premises.

Organizations Involved in Your Care. If you are a Medicaid enrollee, we may disclose
PHI about you to another service provider involved in your care. This would include
healthcare data available to providers through the state database.

Research. We may disclose your health information to researchers only if their
research proposal includes protocols to hide your identity and to ensure the privacy of
your health information. The research project and its procedures must be approved by a
CMHPSM review board.

Business Associates. There are some services provided in our organization through
contracts with business associates. To protect your health information, however, we
require these business associates to appropriately safeguard your information.

Food and Drug Administration (FDA). We may disclose to the FDA health information
relative to adverse events with respect to food, supplements, product and product
defects, or post marketing surveillance information to enable product recalls, repairs, or
replacement.

Special Situations. As law requires, we may disclose health information to funeral
directors, coroners and medical examiners, as required by military command authorities,
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and for national security activities. Your mental health services information will be
disclosed only as allowed by law.

MEDICAL INFORMATION THAT CAN ONLY BE SHARED WITH YOUR AUTHORIZATION

There is information about your physical and behavioral health that we can only share about you
if you have given us your consent in writing to share it, and we can only share the types of
information you have given us permission to share.

You can cancel this permission in writing at any time by contacting your local agency or
customer services staff.

¢ Individuals Involved in Your Life. We may disclose PHI about you to a family member or
other persons you designate if you give permission to do so.

e For Health Information Exchanges (HIE). Along with other healthcare providers in our
area, we may participate in a health information exchange. An HIE is a community-wide
information system used by participating healthcare providers to share health information
about you for treatment coordination purposes. Should you require treatment from a
participating healthcare provider who does not have your medical records or health
information, that healthcare provider can use the system to gather needed health
information to treat you. For example, he or she may be able to get laboratory or other test
results that have already been performed or find out about the treatment that you have
already received. We will include your PHI in this system only if you give us special written
permission to do so. You can cancel this permission at any time by contacting your case
manager or local customer services staff.

o Psychotherapy Notes. We may disclose psychotherapy notes only with your permission
unless an exception applies. For example, we may disclose these notes without your
permission if required or permitted by law for reasons such as preventing or lessening an
imminent threat to someone’s health and safety, a state or federal audit of our organization,
to defend a legal action brought by you

e Marketing. CMHPSM is not allowed and does not participate in marketing practices.
Marketing does not include our communication to you about our own products and
services, or communication described above about allowable disclosures for treatment or
case management purposes. If CMHPSM is ever allowed and decides to participate in
marketing practices, we only if you give us special written permission to do so. You can
cancel this permission at any time by contacting your case manager or local customer
services staff.

o Sale of PHI. CMHPSM is not allowed and will not sell your protected health information
(PHD. If CMHPSM is ever allowed and decides to participate in such selling practices, we
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only if you give us special written permission to do so. You can cancel this permission at
any time by contacting your case manager or local customer services staff.

YOUR RIGHTS REGARDING YOUR PHYSICAL/BEHAVIORAL HEALTH INFORMATION
You have the following rights regarding physical and behavioral health information we maintain
about you:

Right to Inspect and Copy. You have the right to inspect and receive a copy of information
from your record that may be used to make decisions about your care. You have the right to
request that the copy be provided in an electronic form or format. If the form and format you
request are not readily producible, we will work with you to provide it in a reasonable electronic
form or format. Usually, this includes medical and billing records, but may not include
psychotherapy notes.

To review and have a copy of information from your record you must submit your request in
writing. If you request a copy of the information, we may charge a fee for the costs of copying,
mailing or other supplies associated with your request.

We may deny your request to inspect and copy in certain very limited circumstances. If you are
denied access to medical information, you may request that the denial be reviewed by
contacting your case manager or local customer services staff. The person conducting the
review will not be the person who denied your request and we will comply with the outcome of
the review.

Right to Amend Your Record: If you believe that your personal health information or treatment
record is incorrect or that an important part of it is missing, you have the right to ask us to
amend your treatment record including adding your own statement in you record. You must
submit your request and your reason for the request in writing.

Right to an Accounting of Disclosures. You have the right to request an “accounting of
disclosures.” This is a list of the disclosures that we made, other than those covered in this
notice, of information about you.

To request this list of accounting of disclosures, you must submit your request in writing. Your
request must state a time period which may not be longer than six years prior to the date of your
request. Your request should indicate in what form you want the list (for example, on paper or
electronically). Disclosures you authorized in writing, routine internal disclosures such as those
made to staff when providing you services, and/or disclosures made in connection with payment
are examples of disclosures not included in the accounting. The accounting will give the date of
the disclosure, the purpose for which your PHI was disclosed, and a description of the
information disclosed. If there is a fee for the accounting, you will be informed what the fee is
before the accounting is done.

Right to Request Restrictions. You have the right to ask that your protected health

information not be shared or request a restriction or limitation on the information we use or
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disclose about you. We are not required to agree to your request, but if we do agree to it, we
will honor your request unless the information is needed to provide treatment to you or required
by law.

If you pay for a service or health care item out-of-pocket in full, you can ask us not to share that
information for the purpose of payment or our operations with your health insurer. We will agree
unless a law requires us to share that information.

Right to Request Confidential Communications. You have the right to request that we
communicate with you in a certain way or at a certain location to keep your confidentiality. For
example, you can ask that we contact you only at work or only by mail. To request confidential
communications, you must make your request in writing. We will not ask you the reason for your
request. We will accommodate all reasonable requests. Your request must specify how or
where you wish to be contacted.

Right to Request Someone to Act on Your Behalf. You have the right to choose someone to
act on your behalf. If you have given someone medical power of attorney, or if someone is your
legal guardian, that person can act on your rights and make choices about your health
information just as you would. We will make sure the person has this authority and can legally
act for you before we respond to any such request.

Receiving Notice of Privacy Practices. You have the right to agree to receive this notice
electronically or a paper copy. If you choose to receive this notice electronically you are still
entitled to a paper copy. You can request either option from your case manager or your local
customer services staff at your agency.

CHANGES TO THIS NOTICE

We reserve the right to change this notice. We reserve the right to make the revised or changed
notice effective for medical information we already have about you as well as any information
we receive in the future. When we change this notice, the revised notice will be posted at all
agency locations and on CMHPSM and CMHSP websites. This notice will contain, on the first
page, on the top left side, the effective date. In addition, when you begin treatment or receive
your annual information with your plan of service, we will offer you a copy of the current notice in
effect and how you can access it or request more copies.

If the CMHPSM or any of the CMHSPs do not post this Notice of Privacy Practice on its website,
you will be given information about what changes occurred with this notice and how to get a
copy of the revised notice, within 60 days of when the changes were completed.

COMPLAINTS ABOUT PRIVACY PRACTICES

If you believe your rights have been violated, you may contact your local agency, CMHPSM, or
the U.S Department of Health and Human Services Office of Civil Rights

Your services cannot and will not be affected in any way if you file a complaint.

To file a complaint with you can call or write:
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Local Agency Information
(insert name, address and phone number of your organization).

CMHPSM Attention: Privacy Officer
3005 Boardwalk Dr., Suite #200
Ann Arbor, Ml 48108
Local Telephone: 1-734-344-6079
Toll Free Telephone: 1-855-571-0021
Fax Number: 1-734-222-3844

To file a complaint with the Health and Human Services Office of Civil Rights you can call, write,
fax, or submit through their website complaint portal:

U.S. Department of Health and Human Services

200 Independence Avenue, S.W.
Room 509F HHH Bldg.
Washington, D.C. 20201

1-877-696-6775
Toll Free Call Center: 1-800-368-1019
TTD Number: 1-800-537-7697
Email: OCRComplaint@hhs.gov
Complaint Portal: https://ocrportal.hhs.gov/ocr/cp/complaint_frontpage.jsf

For more information see the HHS OCR website: https://www.hhs.gov/hipaa/filing-a-
complaint/complaint-process/index.html
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Exhibit B
(Insert name of organization)

ACKNOWLEDGEMENT OF RECEIPT OF NOTICE OF PRIVACY PRACTICES

1, , acknowledge that | have received a
copy of the Notice of Privacy Practices.

My signature below indicates that | have received the notice, that | have been provided
an opportunity to ask questions, and that | understand the organization’s privacy
practices as they pertain to my protected health information.

Signature Date

Witness Date
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Exhibit C
(Insert name of organization)

DOCUMENTATION OF GOOD FAITH EFFORTS

Consumer/Individual Served Name:

Date:

The consumer/individual served presented for services on this date and was provided
with a copy of the Notice of Privacy Practices. A good faith effort was made to obtain a
written acknowledgement of receipt of the Notice; however, an acknowledgement was
not obtained because:

Consumer/Individual Served refused to sign

Consumer/Individual Served was unable to sign or initial because:

There was a medical emergency. Staff will attempt to obtain
acknowledgement at the next available opportunity.

Other reason:

Signature of Employee completing form:
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Exhibit D
(Insert name of organization)

SECURITY AND CONFIDENTIALITY AGREEMENT

As an employee of (Insert name of organization) and as a condition of my
employment, | agree to the following:

1. | understand that | am responsible for complying with the HIPAA
policies which were provided to me.
2. | will treat all information received in the course of my employment with

(Insert name of organization), related to the consumers of services, as
confidential and privileged information.

3. | will not access consumer information unless | have a need to know
this information in order to perform my job.
4. | will not disclose information regarding (insert name of organization)

consumers to any person or entity other than as necessary to perform
my job and as permitted under the Community Mental Health
Partnership of Southeast Michigan (CMHSPM) HIPAA/Confidentiality

policies.

5. | will not log on to any of the computer systems that currently exist or
may exist in the future using a password other than my own.

6. | will safeguard my computer password and will not post it in a public

place, such as the computer monitor or a place where it will be easily
lost, such as on my ID badge.

7. | will not allow anyone, including other employees, to use my password
to log on to the computer.

8. | will log off of the computer as soon as | have finished using it.

9. | will not use e-mail to transmit consumer information outside of the
CMHPSM, unless | am instructed to do so by the Privacy Officer.

10. I will not take consumer information from the premises in paper or

electronic form without first receiving permission from my supervisor
and ensuring it is secure.

11.  Upon cessation of my employment, | agree to continue to maintain the
confidentiality of any information | learned while an employee, and
agree to turn over any keys, key fobs, or any other device that would
provide access to the agency or its information.

| understand that violation of this agreement could result in disciplinary actions.

Employee Printed Name Date

Employee Signature Supervisor Signature
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